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The Cyber Detectives
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@ Objectives (@ Materials
| explain what a digital footprint is. Slides, 'Agent file' worksheet, a toothpaste
| build a strong password with a secret sentence. tube and a plate - A/B/C cards or corner
signs

| recognise at least three phishing red flags.

¥ Lesson flow - what | say

' 0-8'

The mission &
the toothpaste

!! 8-18'
The password
vault

!! 18-28'
Red-flag hunt

28-37'
Move to vote

Zé 37-45"

Agent file & oath

< Support

“Agents, you have a secret mission! Look: once toothpaste is out of the tube, it never
goes back in. The same s true for what we post online.”

“A computer cracks 123456 in under a second. A secret sentence with symbols takes
millions of years. In pairs, invent your own — but do not show it!”

“Detectives, grab your magnifying glass! Find 4 clues in this message: urgency, a strange
sender, spelling mistakes, a link to a 'free’ prize.”

“Go to corner A, B or C: 'A friend wants to borrow your game account. What do you do?"

“Complete your agent file and say the oath together: 'l think before I click, | keep my
secrets secret and | speak up when something worries me."”

4’ Challenge

Read instructions aloud and accept oral answers. Compare then and now with two examples.

Check understanding
e E.g. I stop, click nothing and tell an adult.

teacherai.live - Adapt the material to your class.



